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1. Introduction
This document has been produced by partners in the openMOS consortium with the
aim of successfully transferring results derived from openMOS to other emerging or
changing standards, and optionally (as a side benefit), ensuring that the proposed
openMOS system architecture can be compatible with existing or developing
standards driven by other consortiums.
The following is an extract from the openMOS description of work that states the
objectives of the task that includes the production of this deliverable:
“Task 1.3: Standardisation [fortiss, M3-M36]
Involved partners: Fortiss (lead), IntRoSys, Elrest, , Ford, SenseAir,
Inotec, Afag, HSSMI, UniNova, Lboro, KTH, LiU, Masmec, Asys,
Electrolux, We+
The main goal of this task is to increase industrial adoption and visibility
of openMOS project results by incorporating existing and emerging
industrial standards required in the envisaged application domains as
well as actively providing input to standardisation organisations and
disseminating standardisable project results as open standards. Hereby,
our roadmap is to start with publicly available white paper standards
which can then be transferred to the according standardisation bodies.
This has been shown successfully by the AutomationML consortium.”
Notice that there are two kinds of activities that can appear: (1) the creation of new
standards (e.g., for IIC to create an industrial IoT standard) and (2) the revision of
existing standards (e.g., for OPC UA to equip with real-time activities). For these
two kinds of activities there should be different strategies for analysis:
(1) For developing standards driven by consortiums, one should be clear on the
currently developed result so far, in order to have a clear image
concerning what can be further transferred from the openMOS consortium.
(2) For established standards that are under revision or can be revised (e.g.,
OPC UA for real-time aspects), where is the connection to openMOS such
that we can provide feedback, when they need to adapt towards intelligent
manufacturing? For this, there is a need to understand if
a. a standard is relevant to openMOS, and to be precise about its
relation
b. the relevant standard is relatively stable or with possibility for
revision
Based on this rationale, we unavoidably need to answer the basic question: “what
standard developing activities and standards are relevant to openMOS?” That is, to
analyse “Relevant Standardisation Activities”, we need to create a clear scope over
“relevance”. After that the analysis starts.
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1.1.

Methodology

Categorizing and analysing standards developing activities / existing standards and
their relations to openMOS solutions is far from trivial, especially when considering
the burst of IoT consortium-based (meta-) standards that are being supported by
different interest groups. Also, for the benefit of openMOS, it is required to provide
a categorization over the standards, such that partners in different work packages
can easily understand the corresponding standards that are related to their
activities, in order to provide appropriate input to standard revision.
Based on the above requirements, to complete this report we adapt the following
methodology.
1.1.1. Checking if a consortium activity is related to manufacturing

For consortiums or standardization units developing new standards, as there are
many interest groups in developing standards in the IoT era, we only consider if the
activity is related to industrial automation, in particular, intelligent manufacturing.
Finding such an assurance can largely be done via a search over the consortium
website. This eliminates emerging standards in IoT domains such as smart building
or smart cities (e.g., Digital Living Network Alliance1 or Open Interconnect
Consortium2).
1.1.2. Feature analysis for existing standards
We extract keywords from the openMOS proposal [1], such that these keywords are
used as features for initial understanding over related standards. The criterion is
listed in Table 1. The underlying rationale for is the following:
 We use “key drivers” and “status” as a KPI to indirectly understand the
impact of the standard. If the drivers are from large companies and it has a
large user base, then a change over such a standard, due to openMOS, is
very influential.
 We use listed features to understand if a standard still misses some
ingredients, in order to be extended to intelligent manufacturing.

Item
Key drivers (participants, regions)

Status

Description (or rationale if description is clear) / Available
Options
Rationale: Understanding who is the driver for the
standard enables to know whether the standard will
be supported by a large user base
Rationale: Understanding the maturity of the standard
Available options: S0 Drafting, S1 Public release, S2

1

DLNA: http://www.dlna.org/
OIC (http://openconnectivity.org/) and its vision in smart cities:
https://www.youtube.com/watch?v=7BoWJ5xDQ_0
2
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Agent-based systems

Plug-test available, S3 Product available, S4 Mature
standard with moderate user-base, S5 Mature
standard with huge user-base
Description: Does the standard involve mechanisms
for agent-based systems?
Description: in which level of communication is
covered by the standard:

Available
options:
(1)
Application-level,
(2)
Application-level + service (infrastructure) level, (3)
Service
(infrastructure)
level
(4)
Service
(infrastructure) level + Network (5) Network-level (6)
No (out of scope)
Is
M2M
communication
involved
M2M
communication Description:
(publishing requirements) informing others concerning "what do I need"?
Communication protocols

Is
M2M
communication
involved
M2M
communication Description:
(publishing capabilities)
informing others over the capabilities of oneself?

Semantic
interface
degree
Covered
Features

Description: How (in which detail) information is
Structural exposed
degree
Available options: repository, terminology, glossary,
taxonomy, ontology
Description: What kind of information is contained
and knowledge about the information processing
Behavioral
degree
Available
options:
data,
information
(tags),
constraints (properties), finite automata, Petri nets,
integrated simulation mode
Description: Mechanism describing when a device is
plugged into the system, how it can be recognized by
Automatic the system. Notice that there are two layers: one for
discovery physical discovery and the other is for semantic
discovery

Rationale: Each device would have embedded
Smart
PnP
information about the capabilities that it has, skills
device adaptor Selfdescription that it can perform, data that it gathers, and different
analysis that it does. All these are subject to the level
of complexity that a plug&produce device has.
EnergyRationale: Intelligent devices would have the
efficinecy capability to analyse their own performance and
capabilities continuously improve themselves.
Description: Interaction focuses on the (1) interaction
Structuring and definition
after the physical discovery, such as automatic
of interaction
configuration, or (2) the interaction of machines
during operation time
Unique device address for Rationale: for openMOS, one premise for plug-anddevice identification
produce is the need for identification
Security

Description: How is security being covered in the
standard?
Table 1 - Criterion for filtering of related standards

1.1.3. Categorization based on logical decomposition of openMOS
As it is equally important to know consortium-activities (due to creation of new
standard) and existing standards (due to extension and revision of standards), after
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filtering relevant standards, the second step is to perform a categorization. The
categorization is two dimensional, as stated in the following table.
Consortium-based
meta standards or
concepts
Standard

Manufacturing
service
bus
(MSB) related

Device
and
machine
integration
(below MSB)

Agent
and
decision
making
(above MSB)

Cross-cutting
concerns

The Y-coordinate describes a categorization based on whether the analysed item is
an ISO/IEEE/IEC/OMG standard (which may be related to openMOS and can
undergo revision), or it is a developing activity backed up by industrial consortiums.
The X-coordinate of our categorization reflects the logical decomposition of the
system for openMOS, with an exception that “cross-cutting concerns” are added as
an additional column. This matches the conceptual diagram listed in the openMOS
proposal (Figure 1 - An overview of agent-based manufacturing operating system
(openMOS)), where the key ingredient in the middle of the diagram is the
Manufacturing Service Bus (MSB). Apart from MSB, agents are connected from
above, and devices/machines are connected from below. The additionally added
“cross-cutting concerns” refers to standards that regulate system-level properties
such as safety and security. For safety and security, things being regulated in the
standards are largely processes to be applied in the complete system, from
engineering and commissioning to operation and maintenance.
1.1.4. Analysis and Creation of Strategic Plans
After the categorization in Section 1.1.2 was agreed by consortium members during
the openMOS consortium meeting. The intermediate result from such an
identification process is an Excel document with each standard and meta-standards
being analysed individually. An analysis concerning the impact of these standards to
the openMOS architecture is also discussed. Lastly, openMOS consortium members
discuss strategic plans concerning what organizations to participate by considering
constraints imposed by the committee.
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Figure 1 - An overview of agent-based manufacturing operating system
(openMOS)

Consortium-based activities and standards being covered in
this report
1.2.

Table 2 - Summary of standardization activities and standards being

analyzedprovides a summary of items being covered by this report. We first focus
on consortium-based activities for driving meta-standards, as they are those which
might be heavily influenced by openMOS. On the contrary, for developed standards,
if the standard is in a revision phase, the feature analysis provides a quick indicator
concerning where openMOS can make an effect. If there is no such change request,
we still think that the analysis is valid, as the analysis is set as constraints to
openMOS consortium to adapt to the standard. For some standards with commonly
known names (e.g., PackML for ISA-TR88.00.02), the name rather than the
concrete standard numbering is listed.

(Section 2)

German Industrie 4.0 Initiative (RAMI 4.0, administration shell)
IIC and IEEE P2413 (IIRA)
Intelligent Manufacturing (Made in China 2025)
FIPA
(Foundation
for
Intelligent
Physical
Agents)
oneM2M
IEEE
P2660.1
recommended
practices
on
industrial
agents
AIoTI – Aliance IoT Innovation

Standard

Manufacturing
service
bus

Consortium
Consortiumbased (meta)
standards or
concepts

Device
machine

and

Agent and decision
making
(above

Crosscutting
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integration (below
MSB)

(MSB)
(Section 3.1)
OPC
DDS
MQTT
CoAP
AMQP

UA

(Section 3.2)
PackML
IEC 61499
FDI (EDDL, FDT)

MSB)

concerns

(Section 3.3)

(Section
3.4)
Safety:
IEC 61508
IEC 62061

ecl@ss / UNSPSC
CORBA
COLLADA
CAEX
AutomationML
RDF/RDFS/OWL

Security:
IEC 62443
IEC 27001
Table 2 - Summary of standardization activities and standards being analyzed

2. Consortium-based Standardization
Activities
In this section, we summarize standardization activities related to consortiums,
where so far concrete standards have not been created. For each consortiumbased activity, we provide the background, the key results or concepts being
available, and an analysis over concrete relevance with openMOS. Discussions over
the strategic plans are deferred to Section 4.
2.1.

German Industry 4.0 (DE: Industrie 4.0) Initiative

Background and drivers: The term industry 4.0 (I4.0) is a neologism whose origins
date back to the research project, which was sponsored by the German government
as part of the High-Tech Strategy of the BMBF. The ultimate goal is the
computerization of manufacturing technology and logistics in the machine-tomachine communication. Since its rollout in 2013, recent activities include
“Platform Industrie 4.0”3, which is a government supported initiative. The main
driving units for I4.0 are German ministries and non-profit organizations VDI (The
Association of German Engineers), ZVEI (Zentralverband Elektrotechnik- und
Elektronikindustrie e.V), and BITKOM (Bundesverband Informationswirtschaft,
Telekommunikation und neue Medien) in Germany. Most major automation
companies such as Siemens, Bosch Rexroth, FESTO, or ABB are active within the
I4.0 initiatives.
Key results delivered so far: (1) RAMI (Reference Architecture Model Industrie 4.0),
which is used to achieve a common understanding of what standards, use cases,
etc. are necessary for Industry 4.0. RAMI 4.0 is served as a basis for the discussion
of its interrelationships and details. The 3D dimension model (shown in Figure 2 -

RAMI 4.0 model) offers a unified way to describe the information flow among
business layers, automation pyramids (with extension over product, as in Industry
4.0 a product can be intelligent by itself) and the product life cycle (e.g., from
product type to concrete product instance).
3

Platform Industrie 4.0: http://www.plattform‐i40.de/I40/Navigation/EN/Home/home.html
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Figure 2 - RAMI 4.0 model (Source: Platform Industrie 4.0 [2])

(2) The concept of “administration shell”, as a logical (yet imaginary) component to
enable smart production. An Industrie 4.0 component is a term used to describe
that a “Thing” (e.g., machine/entity/HW component/SW) is equipped with an
“administration shell” (Figure 3 - Concept for administration shell), such that it
can collect all relevant data and can actively participate in the value-adding
process, via a standardized I4.0 communication (currently, it is suggested that OPC
UA is used as the communication mechanism). The administration shell also has
ability to store (or provide pointers to) CAD data, manuals, etc. It is also possible to
perform administrative functions such as configuration, executing business logic,
and managing resources.
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Figure 3 - Concept for administration shell (Source: Platform Industrie 4.0 [2])

Analysis: For RAMI 4.0, as it is only a model to enable cross-talk, it will not further
evolve via technology refinement.
The concept of administration shell, due to its intelligence feature, is very similar to
the concept of agents. One can argue that an agent can perform even more
complex tasks, such as decision making. However, the administration shell is also
the medium to connect machine to the bus, i.e., it is acting as a smart interface for
supporting plug-and-produce of machines. Therefore, from the perspective of
openMOS, any administration shell can be logically decomposed to (1) the smart
PnP interface and (2) complex decision-making agents deployed in the
manufacturing cloud. Therefore, for realizing the administration shell, experiences
collected in openMOS can bring proper influence.

2.1.1. IEC SG8 "Industry 4.0 - Smart Manufacturing"

Following the German Industry 4.0 initiative, the IEC Standardization has created a
strategic group “SG 8: Industry 4.0 – Smart Manufacturing”. Based on the time
plan, around mid 2016 they will propose concrete suggestions on a map of I4.0
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standardization, similar to the Smart Grid case4. The map allows an end-user to
quickly find the relevant established standards in IEC.
Analysis: For such an activity, as the goal is to provide a map without creating a
standard, it is not within the interest scope of openMOS. Nevertheless, as our
analysis (in terms of existing standards; see Section 3) is similar to the activity to
be conducted, the result in this report can partially be transferred to the committee.

2.2.

Industrial Internet Consortium

Background and drivers: The industrial internet consortium (IIC)5 was formed by
US companies (AT&T, Cisco, General Electric, IBM, and Intel) in 2014. Currently,
Schneider Electric and SAP are also in the steering committee board, with ABB and
Rockwell Automation in membership. The goal is to perform intelligent
manufacturing via connected machines, with an emphasis on data analytics (big
data).

Key results delivered so far: In 2015, the IIC consortium published IIRA (Industrial
Internet Reference Architecture) [3]. It only contains high-level descriptions (to
achieve using a common vocabulary) without placing technical details. Still, some
technical decisions such as the choice of communication paradigms are implicitly
applied. E.g., in the communication, it is decided not to do "Limit N" (to limit the
number of supporting standards for each communicating purpose). Indeed, for N=1
(e.g., only selecting OPC UA) communication is easy, but such a selection hinders
the connection to multiple industries and does not support legacy systems. Instead,
they choose a core connectivity standard (internally in the consortium, there is a
push over the communication protocol DDS), and all other systems talking in
different protocols should communicate via a gateway (Figure 4 - The concept of

connectivity gateway).

Analysis: The IIC activities are targeting more industrial sectors and are not
isolated to discrete manufacturing. The enabling of big-data analytics, although
possible, is not considered as the key focus in openMOS.
To join IIC as a member is not difficult, e.g., for academic partners it is only
required to pay a fee of 2500 USD per year6. However, such a consortium is largely
controlled by big industrial players. From the resource perspective, it is relatively
difficult for openMOS to create proper impact.

4

Smart grids standards map http://smartgridstandardsmap.com/
Industrial Internet Consortium: http://www.iiconsortium.org/
6
Membership cost for IIC: http://www.iiconsortium.org/become‐member.htm
5
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Figure 4 - The concept of connectivity gateway (Source: IIC [3])

2.2.1. IEEE P2413 Working Group

Background and drivers: In 2015, Industrial Internet Consortium (IIC) and the IEEE
Standards Association (IEEE-SA) are collaborating to form a working group (P2413)
to create an IEEE architecture for internet of things. Based on the officially released
news7, “IEEE P2413 is envisioned as an architectural framework for IoT, proposing
common definitions and a reference model that defines secure relationships among
various IoT verticals (transportation, healthcare, etc.) and common architecture
elements.“. Automation companies such as Siemens, Schneider Electrics, Rockwell
Automation are all participating members.
Key results delivered so far: In development; from publically available documents
(http://grouper.ieee.org/groups/2413/Intro-to-IEEE-P2413.pdf), one can observe
that P2413 intends to create (1) a unified description over the entity in IoT, i.e., the
“Things”, and (2) reference architecture for IoT platform.

2.3.

Made in China 2025

Background and drivers: "Made in China 2025" is an initiative similar to the
Industrie 4.0 activity done in Germany, where the goal is to use information
technologies to enable creating a substantially large amount of high-end products in
China, by the end of 2025. This involves a 10 year strategic plan pushed by the
Chinese government.
7

IIC and IEEE‐SA collaboration over P2413: http://standards.ieee.org/news/2015/iic_liaison.html
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Key results delivered so far: To the best of our knowledge (by also searching
Chinese articles), the activity has not yet generated any standard. A reference
model for intelligent manufacturing (Chinese: 智能制造标准化参考模型) is available
(Figure 5). It is very similar to the RAMI model created by Platform 4.0, with two
differences (1) The produce life cycle is not partitioned into types and instances (2)
The system architecture does not contain products. Overall, this result suggests
that the concept of “smart products” is not considered by the Chinese initiative.
Analysis: Results delivered by Made in China 2025 do not reach the maturity and
influencing impact, compared to activities such as IIC or German Platform 4.0.

Figure 5 - Reference model for Chinese smart manufacturing (Source: China
Electronics Standarization [4])

2.4.

FIPA and the IEEE P2660.1 Working Group

Background and drivers: The Foundation for Intelligent Physical Agents (FIPA) is an
organization, which promotes technologies and interoperability specifications that
facilitate the end-to-end interworking of intelligent agent systems. The members
include big companies such as Boeing, Siemens, and Toshiba. However, the FIPA
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organization is no longer active, with subsequent actions being taken by the IEEE
P2660.1 Working Group (see below).
Key results delivered so far: FIPA has created an extensive specification to cover
most aspects on how agents should interact. This includes an abstract agent
architecture, a semantic language to define ontologies, and importantly, the FIPAACL (the FIPA agent interaction model), which provides an agent interaction
protocol suite (AIPS), which specifies how an agent interacts with others. The
concept can be illustrated in Figure 6, where a communication act with type
“request” is being sent. There are other communication acts such as “subscribe”,
“inform”, “agree”, etc. Inside the message, there is an “:ontology” field, allowing
both parties to use the ontology “Hotel”. It is also possible to send the message by
wrapping the message to XML form.

Figure 6 - An example message defined by FIPA AIPS [5]

2.4.1. IEEE P2660.1 Working Group

The IEEE P2660.1 Working Group (Recommended Practices on Industrial Agents:
Integration of Software Agents and Low Level Automation Functions) was formed in
Sep 2015, with the intension to integrate software agents with automation control
level in the context of cyber-physical systems. In effect, the result will be a
guideline on how to deploy agents on top machines, in order to create a layer for
intelligent decision making.
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Analysis: The activities conducted in FIPA and IEEE P2660.1 WG are highly related
to openMOS. Contents developed in FIPA might require careful filtering concerning
their applicability, before an actual deployment in the openMOS system.
Furthermore, as in the openMOS architecture, resource agents and skill-executors
together constitute the “intelligence” of a smart machine, it is required to perform a
thoughtful functional partitioning, in order to meet the resource constraints (e.g.,
computation power, communication bandwidths) imposed by the PLC.

2.5.

oneM2M

Background and drivers: The initiative of oneM2M was a partnership among 7
Regional Communication Standardization organizations (e.g., ETSI, the European
Telecommunications Standards Institute) to minimize standard fragmentation and
to focus on M2M horizontal common services. With oneM2M, founders agree to stop
their individual M2M service layer work. As the goal is to integrate multiple
standards and resources into oneM2M, the standard thus focuses on application
layer and service layer. Network layer and device layer are thus not specially
covered. The drivers are globally distributed, but largely on IoT and communication
companies. There are a few players who also have business units related to
industrial automation, such as Schneider Electric, Bosch or Omron.

Key results delivered so far: oneM2M has defined several specifications, from
functional architecture to semantics to security. The functional architecture contains
three types of entities: Application Entity (AE), Common Service Entity (CSE), and
Network Service Entity (NSE). In other words, it handles three logical layers:
application, IoT/service, and network. The logical concept for CSE is summarized in
Figure 7, where CSE contains many services such as discovery or device
management (e.g., to enable /disable a device). Physically, a CSE can be located in
inside a M2M device (then it is a smart oneM2M device), a gateway, or even an
area-network device. Lastly, it offers detailed protocol bindings to HTTP, MQTT, and
CoAP.
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Figure 7 - Common service entity defined in oneM2M (Source: oneM2M [6])

Analysis: For openMOS, the CSE provides a good starting point concerning all
required services. However, as openMOS will stay close to OPC UA or DDS, it is
unlikely that openMOS will align with oneM2M. Nevertheless, based on a meeting
report in April 20158, oneM2M and P2413 agreed to collaborate over specific areas
in order to create synergy effects. Therefore, changes might appear and continuous
monitoring is required.
To join oneM2M as a member is free, but the premise for openMOS is to become a
member in ESTI, which for academic partners requires a fee of 2000 Euro per
year9.

2.6.

AIoTI

Background and drivers: The Alliance for Internet of Things Innovation (AIOTI) is
initiated by the European Commission, with the goal to support the cross-talk
among various players in IoT.
Key results delivered so far: AIoTI has two working groups related to openMOS,
namely WG03 – “IoT Standardisation” working group and WG11 – “Smart
manufacturing” working group. Both groups publish recommendations for future
collaborative work in the context of the IoT for Horizon 2020. In particular, WG03

8
9

http://grouper.ieee.org/groups/2413/April15_meeting_report‐final.pdf
Membership cost for ESTI: http://www.etsi.org/membership/fees
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has developed a high-level architecture (HLA) for AIoTI large scale pilot
demonstrators.
The functional model of HLA is highly similar to that of oneM2M by performing a
logical decomposition of application layer, IoT layer, and network layer. It also
gives an overview over the “domain model”, which describes the entities and
relationships in the IoT domain, similar to the ontology concept (see Figure 8).

Figure 8 - Domain model defined in AIoTI (Source: AIoTI [7])

Analysis: AIoTI is still relatively new. The domain model presented in Figure 8,
although still in its infancy, shares similarities to the administration shell.

3. Existing Standards relevant to openMOS
3.1.

Standards related to Manufacturing Service Bus (MSB)

3.1.1. OPC UA
Summary: OPC UA (OPC Unified Architecture) is an industrial cross-platform M2M
communication protocol. OPC UA provides service-oriented architecture (SOA) for
process control, while enhancing security and providing an information model.
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The key limitation of OPC UA is that it is not appropriate for the real-time tasks
(currently under development).
Status: S4 Mature standard with moderate user-base
Key concept (and diagram): OPC UA is a client-server architecture (the P2P
communication is now developing). OPC UA Client is enabled to access the smallest
amount of data without the need to understand the whole information model. See
Figure 9 for an overview of architecture.
OPC UA defines a language that is used to express the information model. It allows
to describe not only the data itself but also the context of this data. Therefore, the
OPC UA model is self-descriptive. The meaning of the data should be clear from the
model structure. All information in OPC UA should be specified in the model only
once, since all nodes are uniquely identifiable. Then each node can be linked to any
elements of the model in different domains. OPC UA define some vocabulary to
describe instance type (HasTypeDefinition), parent-child relations (HasChild), typesubtype relations (HasSubType) and so on. With the information model, defined
machines can query each other about their capabilities, services, interfaces, etc.
OPC UA, in that sense, provides a framework to exchange this kind of well-defined
information.

Figure 9 – OPC Unified Architecture Overview (Source: OPC Foundation [8])
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3.1.2. DDS
Summary: Data Distribution Service (DDS) is a middleware protocol that provides
low-latency data connectivity, reliability and scalable architecture. It can be used
for high-speed real-time m2m connectionless communication.
Status: S4 Mature standard with moderate user-base
Key concept (and diagram): DDS provides data-sharing domain where applications
communicate by publishing and subscribing to topics. Subscriptions can be filtered
to get a subset of the data being published on the topic.
Dynamic discovery allows not only discovering endpoints, but also discovering the
type of the data being published or subscribed to.
Interoperability is achieved via standard DDS API, Real-Time Publish-Subscribe
(RTPS) Protocol and the rich set of QoS policies, ranging from data availability, data
delivery, and data timeliness to resources and configuration. The standard DDS API
ensures the portability between DDS middleware. The RTPS protocol specifies
dynamic discovery and platform independence. Different configurations of QoS
provide to fulfill different requirements.
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Figure 10 - Device Distribution Service (Source: OMG Group[9])
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3.1.3. MQTT
Summary: MQTT (MQ Telemetry Transport) is a lightweight messaging protocol,
based on publish-subscribe concept, designed to minimize network bandwidth as
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well as device resource requirements. On the other hand, it ensures reliability and
some degree of assurance of delivery.
Status: S5 Mature standard with huge user-base
Key concept (and diagram): The broker allows interested clients to subscribe to the
information published based on the topic of the message. A device will not receive
topics which it does not subscribe. E.g., in Figure 11, when device A publishes the
speed with value 100, the data is not forwarded by the MQTT broker to device C.

Figure 11 - MQ Telemetry Transport Protocol
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3.1.4. CoAP and AMQP
CoAP (Constrained Application Protocol) is a specialized web transfer protocol
intended to be used in a resource-constrained devices. It can be easily translated to
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HTTP. That allows easy integration with the web whilst providing multicast support,
very low overhead and simplicity. CoAP supports resource discovery provided by
known integrated services and is providing high level of communication security
using Datagram TLS (DTLS).

Figure 12 – Constrained Application Protocol (Source: ARM IoT Tutorial [10])

AMQP (Advanced Messaging Queuing Protocol) is an open protocol developed to
support a wide range of messaging applications and communication patterns. It
enables client applications to communicate with messaging middleware broker
using publish-subscribe paradigm. The brokers receive messages from publishers,
distribute them to queues using bindings and deliver messages to customers
subscribed to queues. It provides authentication and/or encryption based on
SSL/TLS.

Figure 13 – Advanced Message Queuing Protocol (Source: MQTT and IoT protocols
comparison [11])
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3.1.5. Comparison and issues
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Table 3 - Standards related to Manufacturing Service Bus Comparison

3.2.

Device and machine integration (below MSB)

3.2.1. PackML
Summary: PackML (Packaging Machine Language) is a standard used in the Batch
Control Industry, but can be used as a generic programming methodology. PackML
provides a state machine that describes:
‐
‐
‐

Machine states types. See Figure 14
Machine operating modes
State models, state description, transitions between them, defined state
paths.

PackML also provides:
‐
‐
‐
‐

Overall Equipment Effectiveness (OEE) data,
Route Cause Analysis (RCA) data
Flexible recipe scheme
Common SCADA and MES data.

Status: S4 Mature standard with moderate user-base
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Key concept (and diagram):

Figure 14 - PackML State Model (Source: Wikipedia[12])
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3.2.2. IEC 61499
Summary: IEC 61499 defines an open architecture for distributed industrial
process, measurement and control systems. In conjunction with an appropriate
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compliance profile and software tools meeting the requirements of standard,
reusable software modules can be developed that meet the requirements of:
‐
‐
‐

interoperability (devices from multiple vendors can interact via
communication system),
portability (software tools can correctly interpret and parse the software
components produced by another tools), and
configurability (any device from different vendors can be configured from
software tools from different vendors).

Status: S4 Mature standard with moderate user-base
Key concept (and diagram): The basic unit encapsulating software functionality and
algorithms is the function block type (FB). This could be seen as an analogy of the
class in object-oriented terms defining the behaviour of different instances. The
IEC61499 standard also defines communication FBs which can formalise the data
exchange processes. FB includes event inputs and outputs as well as data inputs
and outputs. That provides synchronization between data transfer and program
execution.

Figure 15 – An Event-Driven IEC 61499 Function Block
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3.2.3. FDI (EDDL, FDT)
Summary: FDI (Field Device Integration) activities were started to bring together
two existing technologies for displaying and managing information from intelligent
devices – FDT (Field Device Tool) and EDDL (Electronic Device Description
Language). FDI provides a common set of development tools and a standardized
way to manage the information flow from the single devices across various
networks.
Status: S4 Mature standard with moderate user-base
Key concept (and diagram): FDI (Field Device Integration) combines an advantages
of both FDT (Field Device Tool) and EDDL (Electronic Device Description Language)
in a single solution.

Figure 16 - FDI Host-Client Architecture (Source: FDI cooperation [13])
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3.3.

3.3.1. ecl@ss and UNSPSC
Summary: eCl@ss is the international standard for unified classification and
description of products, materials and services along the entire supply chain,
targeting the information interchange between customers and their suppliers.
UNSPSC (The United Nations Standard Products and Services Code) is an open
standard for classification products and services. UNSPSC defines five-level
hierarchical classification that can be used for spend analysis, cost-effective
optimization and exploitation of electronic commerce capabilities.
ecl@ss and UNSPSC systems are both structured in the same way, providing nearly
the same functionality. However, UNSPSC was initially developed for statistical
evaluation, whilst ecl@ss also allows to describe products in more targeted manner
using sets of properties.
Status: S4 Mature standard with moderate user-base
Key concept (and diagram): Classifying products and services according to agreed
classification template allows suppliers to reach their customers all over the world.
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Figure 17 – ecl@ss Tree Structure (Source: ecl@ss organization [14])
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3.3.2. CORBA
Summary: CORBA (Common Object Request Broker Architecture) is a specification
developed by OMG for creating distributed object-based applications. CORBA
defines an object model for building distributed applications, a common set of
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programming objects to be used on client and server sides, a syntax for describing
interfaces as well as it supports applications written in various programming
languages.
Status: S4 Mature standard with moderate user-base
Key concept (and diagram): The CORBA model separates client and server side,
separates an application into operations that can perform certain tasks and hides
network protocol interfaces. In CORBA environments, applications communicate
with Object Request Broker that delivers client requests to the appropriate server
and return responses back.

Figure 18 – Common Object Request Broker Architecture (Source: Wikipedia [15])
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3.3.3. AutomationML
AutomationML (Automation Markup Language) is an XML-based format for data
exchange in industrial automation systems. CAEX (Computer Aided Engineering
Exchange) format is used as a core to identify properties and relations of objects in
their hierarchical structure. COLLADA (Collaborative Design Activity) is defining
geometry and kinematics. The logic, sequences of actions, internal behaviour and
I/O connections are linked to PLCopen XML.

Figure 19 – Automation ML Structure (Source: AutomationML consortium [16])



COLLADA
COLLADA defines an open standard XML for exchanging digital assets (used
for defining coordinates, kinematics, colors) among various applications.
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Figure 20 - COLLADA Document Object Model and COLLADA Object Model (Source:
Khronos group [17])
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CAEX
CAEX is a neutral data XML-based format that allows to store properties and
relations of objects in their hierarchical structure.
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Figure 21 – CAEX Data Model (Source: Factory Automation [18])
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PLCOpen XML
PLCopen XML is defined as an exchange format between five languages
defined in IEC61131-3, interface to producers and customers of graphical
and logic information and as a distribution format for function block libraries.
PLCopen XML SFCs are used as a part of AutomationML for behaviour
sequencing.
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Figure 22 – PLCopenXML (Source: PLCopen [19])
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3.3.4. RDF/RDFS/OWL
Summary: RDF (Resource Description Framework) is a standard model for data
access and interchange on the World Wide Web. The data representation in RDF is
based on a 3-tuple of the form (subject, predicate, object). RDFS (RDF Schema) is
a basic schema language that provides a foundation for more advanced assertional
languages (e.g., OWL). OWL (Web Onthology Language) is a Semantic Web
language designed to represent flexible data models and support efficient
automated reasoning.
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Status: S4 Mature standard with moderate user-base
Key concept (and diagram): RDF statements are based on 3-tuple of the form
(subject, predicate, object). The subject and the object are two resources being
related; the relationship type is described by predicate.

Figure 23 - RDF Schema Example (Source: World Wide Web Consortium (W3C)
[20])
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Safety and security as cross-cutting concerns
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3.4.1. Safety
Safety for industrial automation is largely regulated by the IEC 61508 standard
(Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related
Systems), where the key concept is to reduce the risk "as low as reasonably
achievable" (ALARA). The concept is explained in Figure 1, where the production
can generate risks, the process control system may have means to reduce risks. If
the reduction is not enough to bring the system to an acceptable risk level, there is
a need to introduce safety instrumented systems to lower the risk, with safety
integrity level (SIL) defined accordingly.
For the machine safety, IEC 62061 is the machinery-specific implementation of IEC
61508. It uses a revised method to calculate required SIL level, which is based on
frequency, probability for hazard appearance, and possibility for avoidance.

Remark: In openMOS, currently for every machine (even with parameterized skills),
it can be viewed as an isolated unit. From our use cases, a machine never exposes
or changes the capability by adding or removing any component. Therefore, the
safety analysis for each machinery (using IEC 62061) can be done as a whole,
before actual deployment.
However, for line-level safety, having a plug-and-produce concept is contradictory
from safety concept, which roughly assumes a stable environment. Approaches to
handle this include zone-level approaches, as being demonstrated in a production
line FATIE by ABB [21]. In [21], the concept is to create predefined zones such that
whenever an operator enters a zone, only machines in the zone are slowed down or
stopped, such that productivities of other zones remains. When applying similar
concepts to openMOS, a possible approach is to pre-design zones and to define
safety based on zone analysis, where our goal is to design safety by considering all
possible changes of the production lines in the future. Subsequently, the insertion
of new machines are only done in pre-defined locations in the zone. If a newly
introduced machine is compatible with safety requirements done in the zone
analysis, one can reuse the existing safety certificates.

3.4.2. Security
IEC 62443 - Industrial Network and System Security is the standard for analysing
security of an industrial facility. Overall, it applies concepts similar to IEC 61508
safety, by accessing risks and providing counter-measures to efficiently reducing
the risk, whose evaluation is defined by the security assurance level (SAL) [22].
By dividing system into logical zones and conduits (channels between two logical
zones), one can evaluate security requirement for each zone. The security
assurance level is a 7 tuple covering the following aspects of security requirements:
 FR1 Access control (AC)
 FR2 Use control (UC)
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FR3
FR4
FR5
FR6
FR7

Data integrity (DI)
Data confidentiality (DC)
Restrict data flow (RDF)
Timely response to an event (TRE)
Resource availability (RA)

Remark: The analysis of security under openMOS is again challenging, due to the
flexible system architecture. Still, technology-wise, as using OPC UA as the MSB is
a technology decision that will likely to be implemented, we summarize missing
ingredients for OPC UA to be compatible with IEC 62443.
 No user management. Under openMOS, as a user can be an agent, what is
the appropriate methodology to perform user management?
 No user authorization management (e.g., no standardized way to
administrate user rights).
 No definition of security zones, security lifecycle, etc.
Additional interesting questions are also related to control over simultaneously
access rights (policy). E.g., it might not be appropriate if multiple agents
simultaneously demands changes over one particular machine.

4. Strategic Plans for openMOS Consortium
After analysing relevant consortium-based standardization activities and relevant
standards, this section summarizes our strategic plans towards in terms of
standards and standardization activities.

Influencing Platform 4.0 on refining mechanisms for
administration shell

4.1.

We have observed that there is a high similarity between (1) the “administration
shell” for German Platform Industrie 4.0 and (2) the intelligence part for a
openMOS machine, which is a functional combination between an embedded skill
executer and resource agent. The analogy is shown in Figure 24, where the light
yellow part captures the scope of an “administration shell”.
So far, the concept of administration shell is not yet refined with concrete sequence
diagrams concerning how Plug-and-Produce will be realized. Therefore, our
deliverable “D2.1 – Plug & Produce automation device specification”, which will be
released in mid of 2016, offers a great opportunity to influence the design of
administration shells by providing timely information. Our demonstrator and
prototypical implementation can also be viewed as a realization of administration
shell for the German Industrie 4.0 initiative.
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As Platform 4.0 is supported by the German government and has just established
the agreement for collaboration10, the transfer, if successful, can bring maximum
visibility over openMOS.
The fortiss research institute (member of openMOS consortium) is in the process of
enabling such an activity.

Figure 24 - Relation between administration shell and openMOS devices

4.2.

Influencing Agent-related Production Standards

As agent-based control is considered to be a key aspect in openMOS, we plan to be
actively engaged in all existing agent-related production standards. For the “IEEE
P2660.1 recommended practices on industrial agents”, two member organizations
in the openMOS consortium (fortiss and Linköping University) are within the
working group.
In particular, the exposition to be done in openMOS can shed light towards required
steps agent-based systems can be adapted in industrial setup. In previous EU
projects such as IDEAS11, agent-based system can suffer from excessive
communication and data processing loads in an agent on a device. The concept of
splitting embedded executors and agents targets to only handle real-time aspects
on the edge level (i.e., embedded skill executor), while decision making is
processed in the cloud. As such a physical decomposition appears, the traditional
line-level orchestration, as previously solely be done by agents, can be further

10
11

http://www.iiconsortium.org/press‐room/03‐02‐16.htm
http://www.ideas‐project.eu/
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improved. E.g., if the manufacturing service bus does not support real-time (e.g.,
OPC UA), then a deployment similar to Figure 25 (a) can sometimes lead to
violation of timing constraints and Figure 25 (b) should be used instead. For IEEE
P2660.1 whose purpose is to provide guidelines, we believe that experiments
provided by openMOS will be valuable assets.
Currently, one member of the openMOS consortium (fortiss) is in the process of
actively involved in Platform 4.0 activities.

Figure 25 - Design choices in terms of allocating orchestration units

4.3.

Observing Changes in Technological Evolution

(Consortium) For many consortium-based activities such as IIC, the leading
characters are large companies in industrial automation and the participating
members are more than hundreds. It is very difficult to bring any impact to such a
big circle (although the membership fee is low), unless huge investments are made
(e.g., frequent travels to US for attending meetings for visibility). As many
consortiums are now establishing collaboration plans (e.g., Platform 4.0 with IIC),
our strategy is to only participate in one or two European-based consortium and to
observe activities in other consortium.
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Currently, openMOS members from the fortiss institute are in the process of
actively being involved in Platform 4.0 activities. In addition, the membership
approval of fortiss in AIoTI is under review.

(Change in Standards) For standards such as OPC UA, as it can be a technology
choice for openMOS to implement Manufacturing Service Bus, extensions in terms
of OPC UA needs to be carefully watched. Currently, the non-real-time feature of
OPC UA makes a technology choice such as Figure 25 (a) sometimes inapplicable,
but with OPC UA having real-time guarantees under development, such a design
decision should still be kept.
Currently, openMOS members from the fortiss institute are in the process of being
a member of the OPC UA consortium. Additionally, fortiss is within the IEC 61499
committee, in charge of next generation IEC 61499 standards.

4.4.

Adapting Stable Standards in openMOS

For remaining standards listed in the report, the decision from openMOS consortium
is to apply them whenever possible.
One notable example is PackML, where the state diagram concept is very
appropriate to be integrated as a semantic model to be communicated between a
resource agent and an embedded skill executor. As a resource agent and the
corresponding skill executor of a machine are physically separate (Figure 24) and a
resource agent needs to understand the status of a machine, or even the status of
a single skill.

5. Concluding Remarks
In this report, we performed a detailed analysis over standardization activities and
standards relevant to openMOS. We have also proposed our strategic plans towards
standardization. Having such a strategic plan is very important, as due to resource
constraints, it is in general very difficult for contributing partners to attend various
standardization activities and play an active role. Apart from that, via analysing
activities we found that result of openMOS can still make influential due to
synergies between “agent and embedded skill executor” and “administration shell”
by Platform 4.0.
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